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Avoiding Checking Account Scams

My bank recently called to tell me that they’d received a request for payment that looked suspicious. It was a check number that we haven’t even purchased yet, was written to Walmart, a store we would never write a company check for, and it had been converted to an EFT so it did not come up on our Positive Pay report that we check daily (I can tell you more about this service if you contact me directly).  A few weeks later they called to say police had searched a home and found checks with our checking account number on them and signatures in someone else’s name. The bank also told me that all checks we write to vendors can be changed to an EFT (electronic fund transfer) if the person or company has ACH (automated clearing house) capabilities, and the amount can be legally changed to any amount they want. The only way we can catch this sort of mistake or fraud is to log on to our bank account daily and check off every transaction for the previous day (confirm check # & amount). I found this a little time consuming, but fairly easy to do, and I can sleep much better at night. Commercial accounts only have 24 hours to catch fraud or the bank is not legally responsible. Sorry this is so long—I could have written volumes on this topic. Actually, I have, so I've attached our complete Security Protocols. Before you think this is too time-consuming, we were embezzled about 7 years ago and it almost put us out of business. You owe it to your employees and to yourself to be alert and proactive.

Security Protocols
Purpose
Security Protocols ensure that you have checks and balances in place to minimize fraud in your company. Controls are not an insult to your staff. They reduce temptation, and help keep them out of trouble. Anyone can be tempted into trouble if it’s easy and safe enough.  Make Security Protocols your “Procedure”, the way you do things, and you will be met with less resistance. 
Note: It would be overwhelming to implement all these procedures at the same time.  Select the most crucial item and implement that first (such as Mail Procedures & Banking Procedures) and then tackle the next item until you have all security protocols in place.  It would not be safe for just one person to be in charge of the entire security process unless that person is the owner or has no access to actual funds.  It is not necessary that the owner handle every issue personally but they should have an agent either internally or outside who routinely audits, AP, AR, Payroll, Bank statements, etc. If the bookkeeper handles AP, a separate person should process AR, and the Bookkeeper would in turn audit activities handled by AR, etc. When text refers to ‘You’ it refers to you or your agent.  
1) Know that fraud can happen to anyone
a) The more you think it can’t happen to you, the more at risk you are, because your denial will enable it.
b) Security procedures have nothing at all to do with how trustworthy an employee is and everything to do with smart business practices. Most perpetrators are trusted “like family”. Adopt Security procedures that are Systems based (and not people based) to minimize your risks. 

c) Divide and conquer. Don’t let one person handle everything.

2) Mail Procedures
a) Control the mail. If you’re not opening the mail yourself, you don’t know what’s going on.
i) If you can’t open the mail yourself, have a third party open and process the mail—not the bookkeeper. 

(1) AP invoices should be routed to a purchasing agent, designer, or project manager for review and approval before they go to the bookkeeper.
(2) AR receipts should be received & deposited by someone other than the bookkeeper.
ii) If your bookkeeper opens the mail, you won’t know if your bills are late or unpaid, your clients are being double billed to bring more money into your account for stealing, your reports are late, your corporation has been terminated, or you have credit cards you didn’t know about. NEVER let the bookkeeper open or process the mail.
b) Have all credit card and bank statements mailed to your home address, or learn how to audit them monthly online on a regular basis, or have a third party audit them. Look for personal activity on credit card invoices.
c) Have all payments mailed to your home address or get a post office box or a locking mail box.  Keep the key in your control or third party control, and a spare in the safe or other locked place that the bookkeeper does NOT have access to.
d) Mail all Vendor payments yourself, as soon as you’ve signed them, to ensure they are actually paid
i) Verify amount on the invoice is the same as the check amount. Can have third party verify and mail them.
ii) Send a letter to all creditors telling them to call you at home with late payment issues.

e) Mail all Client bills yourself to confirm Summary Statements are sent to clients—see Accounts Receivable and Accounts Payable security protocols.
i) Request all Clients and other people who owe you money to always mail payments to you—NOT to hand deliver to your office or they should give payments ONLY to specific employees. Send a SASE with client statements.
3) Banking Procedures 
a) Have Bank Statements and cancelled checks mailed to your home and scrutinize every signature and every vendor for authenticity each month. Some banks no longer send cancelled checks, and it’s cheaper and easier to access statements online. Even if a third party has ‘permissions’ set to VIEW your bank account online, you or someone you trust as an auditor should also have access to your account and do monthly audits to transactions.
i) Make all deposits yourself or have a third party deposit them and give you or your agent the original receipt.  Never let the bookkeeper deposit checks. This will prevent fraud from theft and overpayments that are refunded and deposited into the wrong account.

ii) Have a third party reconcile bank statements, not the bookkeeper. (You can access statements online and email them to the third party)
b) Keep all checks locked up and under your control.  
i) Record checks dispensed to the bookkeeper on a log sheet.  Include the date dispensed, the check #, the number of checks given, and the number of checks signed.
ii) Know your vendors. As you sign checks, look at backup invoices & compare check with amounts, dates, and addresses. If you are also opening the mail, you will know if a vendor doesn’t “look right”.

iii) Stuff checks in envelopes yourself after you sign the checks, count the checks again, and check off and initial the log sheet.  (Mail them yourself)
iv) Track voided checks in the same manner. Keep all voided checks in a locked drawer in your control or shred them after logging.  Caution: Even if a voided check has been generously stamped with “Void”, a new check can be printed with that number (on blank paper with magnetic ink), and you would never notice it being cashed when you receive the bank statement unless you are paying close attention to voided checks. Give a list of voided check numbers to the person reconciling your bank statements (not bookkeeper).
v) Always use a BLACK permanent gel ink pen when you hand write a check. NEVER use a ballpoint pen. Other colors of gel ink and all ballpoint pens can easily be washed with acetone or rubbing alcohol, allowing someone to write in a new amount and/or payee.

c) Don’t give any employee signature authority on any of your accounts. Not even small “petty cash” accounts. They can easily divert deposits (that are brought to the office and not mailed) into this account, and then have access to a lot of money. And now they don’t even have to forge your name. 

i) Signature cards with specimen signatures of authorized signers on the account can give you the impression the bank checks signatures. They almost NEVER DO. And they are not liable for forged checks if the forgery is an “inside job”.   Banks claim no responsibility for and offer you no protection from forgeries by a bookkeeper. 
d) Maintain as few bank accounts as possible. 
i) It avoids confusion and eliminates the opportunity to shift money between accounts to disguise theft. 

ii) If you must have a Petty Cash account, maintain control of the checks yourself or have someone other than the bookkeeper keep track of them with a check log. Follow the same procedure as your main bank account. And thoroughly scrutinize the bank statement for this account.
iii) If you have multiple corporations, have an outside person or a different person within your company handle those accounts. It prevents checks from one corporation being deposited in other accounts and bills being paid from the wrong account to cover fraudulent activity.
e) Caution: Be very careful how many “permissions” you give your bookkeeper if you’re doing online banking.  They should NOT be allowed to make changes or delete payments on your account.  Changes should be made only by you.

f) Consider investing in “Positive Pay” at your bank.  This is a service most banks offer, for a fee, which allows you or your bookkeeper to send them a list of all checks written, and receive error reports if any checks are presented for payments which do not match your list. 
i) If you are following most of the security protocols this will protect you in case your check is stolen from your vendor’s mailbox, washed, and “reissued” to a new “vendor”. (Checks printed on an ink-jet printer and signed with a permanent, black ink pen cannot be washed; however, bank tellers rarely look carefully at the payee name to see if it matches the endorser, and it is very easy to cash or deposit a check written to someone else.) 
ii) It can also protect you if you need to stop payment on a lost check, since you can delete this check from the bank’s check list and record it as “Void” in your check log. This eliminates the need to pay $25 for a Stop-payment fee. (Stop-payments are only good for 6 months at a time and do not automatically renew.  You have to remember to reinstate the stop-payment every 6 months.  If the check is stolen, the thief will just wait for 6 months, alter the check, and try to cash it.)
4) Wire Transfers-ACH (Automated Clearing House)

a) Payroll ACH documents are difficult to understand. Anyone with your bank routing number and account number (on the bottom of all your checks) could easily transfer money out of your account with a phone call, if they have enough information about you.
b) You cannot order your bank to not accept any wire transfers from your account. You can only name specific vendors who are not authorized to draw from your account. If someone fraudulently wires money from your business account, you have 24 hours to contest it, or the bank is not liable. 
c) The only way to protect yourself is to use online access and monitor your account DAILY and check off each previous day’s transactions one by one to verify the check # and the amount. Pay special attention to EFT or ACH transactions and verify that it’s legitimate. Call your bank immediately to notify them of a discrepancy so you won’t be liable for it. 
5) Make Vacations Mandatory

a) Embezzlers don’t take vacations. They can’t risk you getting tipped off by a bill, letter, or phone call while they’re gone.

b) Some companies require their bookkeepers to be out of the office one day every month or so, while someone else audits the paperwork. 

6) Burglar Alarm
a) Give everyone a unique code, and keep them secret. 
b) Have “open and close reports” e-mailed to you that show who’s coming and going and when. Keep these reports confidential in order to learn if someone is entering the office at odd hours or days when they shouldn’t be there.
7) Obtain comprehensive criminal, credit and driving background reports 
a) Easy Background Checks and Choice Point Inc. are two, but don’t rely on these reports for hiring. It is difficult to obtain complete criminal backgrounds. Various jurisdictions don’t report to each other. If the person in question was convicted but put on probation, there may not be a record at all.
b) The most accurate report is at the county court level. Check on the counties of residence as well as nearby counties since an individual may work and commit the crime in an adjacent county. Thoroughly check out references.
8) Equity & flight risk

a) The more equity your bookkeeper has in your community the better. You want them to have a lot to lose if they get caught. However, even women with children steal. 
b) Be cautious in hiring a bookkeeper who is single, rents an apartment, has no assets to speak of, and has recently moved to town. Without deep roots, they can pull up stakes and leave easily, with you ‘holding the bag’.  Always do a credit check.
9) Motive and opportunity
a) There are three classic elements involved in every embezzlement—ability, need, and rationalization, “the three legs of the stool”.
i) Ability—do they have the access, opportunity, and knowledge to pull it off?  Remove as many opportunities as possible.
ii) Need—do they have unusual needs or desires for money? They may have plenty of money, but just need the thrill. The most common causes of a desperate need for money are drugs, gambling debt, compulsive shopping habits, and medical bills. Run regular credit checks on your bookkeeper for early warning of financial desperation.
iii) Rationalization is all about entitlement. They convince themselves that they have earned and deserve what they are taking.
10)  Audits
a) Have an outside accountant regularly review monthly financial reports. One of their responsibilities is to look for accounting irregularities (theft). They usually never find anything.
b) According to GAAP (Generally Accepted Accounting Principles), accounting review falls into three categories—review, compilation, and audit, in increasing order of cost. No one can afford an audit. Most “audits” are more like an expensive random sniffing, also known as a “smell test”. It’s not enough. Remove all opportunity.
11) Payroll Risk

a) Handling payroll in-house can be very risky as it offers another opportunity for theft. If the many taxes and deductions are not handled properly, it can result in huge financial burden in the form of enormous penalties, fines and interest charges. 
b) Consider hiring an outside payroll service to do payroll. The costs are minimal, and they are responsible for all tax payments and reports, both state and federal. This can be a huge relief, and I’d highly recommend it. They will either overnight paychecks for your distribution or deposit directly into employee accounts. They should also guarantee their accuracy and pay any tax penalties if they make a mistake.
c) If you do your payroll online, you must log on monthly to confirm additional payroll has not been sent to your bookkeeper’s account. This is very easy to do even if you review the payroll report, because your bookkeeper can just show you the report they want you to see, when there is actually another separate payroll that was processed. A company in Boulder recently lost over $150K this way. Carefully audit all payroll. 

12) Computer Security & Computer “Back Doors”

a) Protect all computers with a password which is changed every 90 days or so, and is known only to the main user and management. Or install finger-print readers.

i) If your office computer is connected to the internet, it is very easy for someone to install a clandestine “back door” into your computer system from the outside world. That would allow an unscrupulous bookkeeper to “cook the books” from the comfort of their own couch using programs such as GoToMyPc.  It can be set up in a matter of minutes.
ii) It would also allow them to delete all your records remotely in case they feared discovery. 

b) Monitor computer usage. You can hire a forensic computer service to sweep your system for bugs, and even install software to monitor your computer’s use. Publicize that you are doing this with a notice that will “splash” on everyone’s screen every time they boot up. The risk is too great to be complacent about this.
c) Backup Computers on a central, onsite server.  Keep it in a secure, locked location (not the bookkeeper’s office), and back up regularly.

i) Have a meticulous system of offsite or online backups, or do them yourself manually. NEVER let a bookkeeper be in charge of backing up computers!
ii) Verify periodically that you can actually restore from your backups. 
iii) Backups are a hassle. On the other hand, losing all your accounting data for the last year and a half is a bit of a hassle also.
13) Accounts Payable Security—Vendor Lists
a) As you are signing vendor checks, review the vendor list for any unusual patterns, such as names that may be similar, but not identical to the names of approved vendors, and vendors that have multiple addresses.
b) Periodically inspect files of unpaid or paid invoices and vendor statements to look for invoices that appear different from the norm; consecutive vendor invoice numbers; preprinted and not customized forms; different delivery addresses; different telephone numbers; current activity on an old or outdated vendor
14) Credit Cards 

a) Write to all credit card companies requesting them to NOT send “convenience checks” with the statements (this is only good for a year or so and then they start sending them again). If these checks are forged by a stranger, you aren’t liable for it. If it’s an employee who deposits the convenience check into your business account and then steals that money, it is your responsibility. Not very “convenient” after all.
b) Have all credit card statements mailed to your home address and look at them carefully.

c) Keep a Credit Card Log of everyone who has a company credit card, and their limits, in a secure place, and make a note in the employee’s Confidential Employee File so you remember to get the card/s back when they terminate

d) Don’t allow personal purchases on any company credit card— if allowing personal purchases is a standard practice, it makes it difficult to catch fraud.
15) Accounting Software Audit Trail—a permanent record of every transaction performed in your accounting system.
a) If your bookkeeper can turn this off, you are at risk.
b) Some accounting programs are extremely easy to alter, change, and delete, and you won’t be able to see what changes were made. Timberline and Quicken audit trails can be turned off. Master Builder and some others cannot be turned off.
16) Fidelity Insurance. Just Do It!
a) Most insurance companies who write company general liability insurance also offer policy riders for Employee Theft and Dishonesty, also known as Employee Fidelity Insurance. It’s not expensive. It’s worth it to add a benefit for “reconstruction of records”.
b) The amount of insurance isn’t as important as the fine print of what is covered (and what is not). 
c) Insurance will only pay for loss that happened during the policy period. If the loss happened before the policy was in effect, they will not pay.
d) In addition to theft, fidelity insurance may pay for other circumstances, such as graft and kickbacks.
e) When buying insurance, you rarely get to read the fine print until the policy is issued. Read all of it carefully. The insurance company will hide behind the small print when you file a claim.
17) Trust your Instincts
a) If you are suspicious about anything, check into it quickly.
18) Prosecute and Convict—If you don’t, other employees will learn that nothing will happen to them if they also steal from you.  You are also unleashing a dangerous person to potentially put a company out of business, thus putting a number of people out of work.
19) Set a good example—If you wouldn’t want your employees to do it, DON’T do it yourself.
20) Review your security protocol at least once a year.—As technology, personnel, and your procedures change, you need to constantly consider risks you may be opening yourself up to.
In Summary:

1. Don’t let one person handle everything
2. Control the mail—bookkeeper never gets the mail or mails checks
3. Control the phones—bookkeeper doesn’t answer phones regularly
4. Control blank checks and bank statements—bookkeeper should not have access to blank checks, nor should they reconcile bank statements or have the ability to make wire transfers.
5. Be careful with bank ‘permissions’ and signing authority
6. Make vacations mandatory, especially for the bookkeeper

7. Keep computer passwords and door alarm codes secure
8. Obtain comprehensive criminal, credit and driving background reports 

9. Have an outside accountant regularly review monthly financial reports
10. Hire an outside payroll service to do payroll and have it monitored (for duplicate paychecks to the bookkeeper) by someone other than the person posting the payroll 
11. NEVER let a bookkeeper be in charge of backing up computers, and backup computers on a central, onsite server in a locked room.

12. Audit Accounts Payable—Know your vendors before signing checks
13. Limit credit card usage, have small credit limits, and audit all invoices.

14. Use an accounting program that allows for an audit trail

15. Purchase adequate Fidelity Insurance

16. Trust your instincts & investigate suspicious activity
Preventing Wire Fraud

Wire fraud is a pervasive and growing crime across the country. Money transfers can be useful when you want to send funds to someone you know and trust, but remember: 

· Wiring money is like sending cash; once it's sent, you can't get it back. 
· Never wire a ‘refund’ to someone who has paid you with a check or a “cashier’s check”. These can be printed from any printer and it can take a week or more to discover that it’s phony. The check will bounce, and you'll owe your bank the money you withdrew. By law, banks must make the funds from deposited checks available within a day or two, but it can take weeks to uncover a fake check. It may seem that the check has cleared and that the money is in your account. But you're responsible for the checks you deposit, so if a check turns out to be a fake, you owe the bank the money you withdrew.
· Never wire money to strangers or someone you haven't met in person.
· Never agree to deposit from someone you don't know and then wire money back. 

Money wiring scams can involve dramatic or convincing stories. Here are some you may have heard about: 

· Family Emergency Scams: You get a call or email out of the blue from someone claiming to be a family member or friend who says he needs you to wire cash to help him out of a jam -- to fix a car, get out of jail or the hospital or leave a foreign country. But he doesn't want you to tell anyone in the family.  This is probably a con artist using your relative's name.  Ask the caller some questions about the family that a stranger couldn't possibly answer.

· Lottery/Sweepstakes Scams: A letter or phone call says you just won a lottery. All you have to do is wire money for "taxes" and "fees."  The fraudster may also send a check to be deposited and you then use those funds to wire the "taxes" and "fees."  Regardless of how legitimate the check looks, it's no good and you're on the hook for the money.

· Overpayment Scams: Someone answers the ad you placed to sell something and offers to use a cashier's check, personal check or corporate check to pay for it. But at the last minute, the buyer (or a related third party) comes up with a reason to write the check for more than the purchase price, asking you to wire back the difference. The fake check might fool bank tellers, but it will eventually bounce, and you'll have to cover it. 

· Re-shipment Scams: You're hired for a job, usually online, and are sent merchandise to re-ship.  After you re-shipped the item you receive a check for more than you expected.  You are instructed to deposit the check and wire back the overpayment portion.  Here's the catch: the merchandise you shipped was stolen and the check was a forgery.  Now you've helped move stolen goods and you owe your bank the money for the check.

· Apartment Rental Scams: In your search for an apartment or vacation rental, you find a great prospect at a great price. To get it just wire money for an application fee, security deposit or the first month's rent. Once you've wired the money, it's gone, and you learn there is no rental. A scammer hijacked a real rental listing by changing the contact information and placing the altered ad on other sites. Or, he made up a listing for a place that isn't for rent or doesn't exist.  If you're the one doing the renting, watch out for the reverse: a potential renter will say she wants to cancel her deposit and ask you to wire the money back before you realize the check was fake. 
· Online Purchase Scams: You’re buying something online and the seller insists on a money transfer as the only form of payment that’s acceptable. Ask to use a credit card, an escrow service or another way to pay. If you pay by credit or charge card online, your transaction will be protected by the Fair Credit Billing Act. Insisting on a money transfer is a signal that you won’t get the item – or your money back.
· Advance Fee Loans Scams: You see an ad or website – or get a call from a telemarketer – that guarantees a loan or a credit card regardless of your credit history. When you apply, you find out you have to pay a fee in advance. If you have to wire money for the promise of a loan or credit card, you’re dealing with a scam artist: there is no loan or credit card. 

Educate yourself about these scams, trust your instincts, and don't become a victim!  This article was adapted from Federal Trade Commission materials. For more information on wire fraud, visit the Federal Trade Commission's website.
Help educate others about money wiring scams by posting this button on your blog or website using the code below:

<a href="http://ftc.gov/bcp/edu/microsites/moneymatters/scam-watch-wiring-money.shtml"><img src="http://www.ftc.gov/bcp/edu/resources/buttons/scams/moneywired_240x120.gif" alt="Money Matters & Money Wiring Scams: Tips from the Federal Trade Commission" width="240" height="120" border="0" /></a> 
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